
GDPR Checklist 
For Squarespace Websites & Mailchimp Users 

Does GDPR Affect Me?  

The General Data Protection Regulation (GDPR) is a new law that regulates how businesses are 
collecting, using and processing data from EU citizens. It comes into effect on May 25, 2018. If you 
collect email addresses from EU citizens, or sell products or services to EU citizens then you will have to 
comply with the GDPR. If you don’t then you can ignore this checklist :)


GDPR Highlights 

Lawful Basis  
You need a lawful basis for collecting and using personal data. There are six lawful bases and in my case 
I am using “consent” at data collection point for newsletter subscribers and “contract” for purchases.

Privacy Notice  
Your Privacy Notice needs to explain in clear and simple language how you are collecting and using the 
personal data of EU citizens, and who to contact if they wish to review, change or delete their data.

Data Processing Agreement  
If you use third party data processors (Stripe, PayPal, Mailchimp etc.) you need a contract with them that 
addresses the nature and purpose of the processing and everyone's responsibilities and liabilities. This 
contract is generally referred to as the Data Processing Agreement (DPA).

Non-Compliance 
Non-compliance can result in high fees, even for small companies and even if your company is based 
outside the EU. As long as you process data of EU citizens you are liable. How is this enforced? 
According to this article "EU regulators can fine U.S. companies for violating GDPR, and they can do it 
with the help of U.S. authorities." While I don't think that small one-person businesses are high on the 
authorities' radar this doesn't mean that we should be complacent about any of this. 

Anyone Can Report You  
I have not been able to find a written English back-up for this statement but I heard about this in a 
German law forum that specializes in GDPR. According to them anyone can report you for perceived 
non-compliance, even if they are not a victim of your alleged non-compliance.  

https://kerstinmartin.com

Disclaimer: I am not a lawyer and the information provided here does not constitute legal advice.

https://kerstinmartin.com
https://community.spiceworks.com/topic/2007530-how-the-eu-can-fine-us-companies-for-violating-gdpr


Checklist 
Lead Magnets・Newsletter・Mailchimp 

Opt-ins or Lead Magnets can no longer be used to automatically add email addresses to your newsletter 
list. Read this post for more details on the why and what to do. This checklist reflects info shared in this 
post and the process I use to attract newsletter subscribers. 


Create a Thank-You page with Call-To-Action buttons in the Not-Linked section, this is where 
subscribers will be redirected after they signed up. For an example see my page here.


In Mailchimp go to your audience and create a group for each of your free resources (this is what I 
call my lead magnets now). Click here to learn how to create groups in Mailchimp.


Create a welcome automation for each group. Click here to learn how.


Create a welcome automation for your newsletter and only send that to the segment who has opted 
in via the GDPR form.


Go to your > Audience Settings and turn on the GDPR fields.


https://kerstinmartin.com

https://kerstinmartin.com/blog/gdpr-lead-magnets
https://kerstinmartin.com/studio-notes-thank-you
https://kb.mailchimp.com/lists/groups/create-a-new-list-group
https://kb.mailchimp.com/automation/create-an-automated-welcome-email
https://kerstinmartin.com


Go to your audience and then to > Signup Forms > Form Builder and select > Signup form from the 
dropdown list. 


Customize the text of your sign-up form as desired. Click here to see mine.


Customize the Marketing Permissions section as appropriate. I for instance changed the GDPR 
fields to two fields, one for “Yes, add me” and the other for “No, don’t add me.” Since I only use 
emails for communications the original field options did not apply to me. The main gist here is that 
subscribers give explicit consent to receive content from you. These fields are optional and that is 
intentional. As per GDPR consent has to be given completely freely and cannot be mandated.


In the Form Builder select Confirmation thank you page from the drop-down list. Add your own 
Thank-You page URL.


Create a segment in your audience for those that have opted in via the GDPR fields. Click here to 
learn how to create a segment. You will use this segment for the newsletter automation welcome 
email and for future email campaigns.


https://kerstinmartin.com

https://kerstinmartin.com
http://eepurl.com/c88Ukj
https://kb.mailchimp.com/lists/segments/create-and-send-to-a-segment


On your website change the wording of your lead magnet so that it makes your newsletter the main 
attraction. E.g. “Subscribe to my newsletter and I will send you this freebie.”


Add a sign-up button with a link to your Mailchimp sign-up form. Open the link in a new window.


This completes the newsletter and Mailchimp set-up. Your process should now be: 


1. Subscriber clicks on sign-up button on your website.

2. A new browser window/tab opens with the Mailchimp sign-up form.

3. Subscribers enters email address and (hopefully) gives you the Marketing Permission.

4. After subscriber submits the form your own Thank-You page is displayed.

5. Subscribers who have given you Marketing Permission get the newsletter welcome email. 
6. Irrespective of whether a subscriber gave you Marketing Permission or not, they get an email 

for each freebie they selected.


IMPORTANT: What happens if a subscriber does NOT make a Marketing Permissions selection or 
selects “I don’t agree”? In this case their email is still added to your mailing list. And if you have 
automations set up for any freebies they will get those. BUT. You CANNOT email them AGAIN. Future 
newsletter campaigns can ONLY be sent to the segment that opted in via the GDPR field. I know that 
this sounds ludicrous but the GDPR is very clear: “Avoid making consent a precondition of a service.” So 
what I am doing is that every now and then I will simply delete all the emails that have subscribed but 
NOT opted in via the GDPR field, i.e. the Marketing Permission.


Print out the sign-up form (which adds a date) and also save it as a PDF and file both into your 
digital and physical legal folders. Under the GDPR it is recommended that you keep evidence of 
consent. 

https://kerstinmartin.com

https://kerstinmartin.com


Selling Products・Privacy Policy・DPA・Cookies 

If you sell products through Squarespace uncheck the newsletter “Check Subscribe by default” 
box in > Settings > Checkout > Select a Mailing List. Add custom text about your newsletter and 
make sure to mention that subscribers can unsubscribe at any time and also link to your Privacy 
Policy. I also check the double opt-in, just to be on the safe side!  


The Promotional Pop-Up (go to > Settings > Marketing > Promotional Pop-Up) also has no option 
(yet) to add a consent box so enable the double opt-in for this as well.


https://kerstinmartin.com

https://kerstinmartin.com


Update your Privacy Notice and Terms & Conditions, aka Privacy Policy or Terms of Service. 
After much research I found this to be the best and most reasonably priced service, the link takes 
you to a bundle offer but they also have individual product. I am not affiliated with this company, I 
just really like their service, products and prices. https://www.disclaimertemplate.com/the-big-3/


Cookies: First, here is a good blog post that explains more about cookies and what you might do 
now. Squarespace have updated their cookie banner in preparation for GDPR although in my view it 
needs further improvement but it’s a step in the right direction. The cookie banner itself is kinda ugly 
so I wrote a post about how to configure it and also how to change its look with custom CSS. To 
read this post please click here. 


Get a signed Data Processing Agreement (DPA) in place with any 3rd party service that 
processes your data. This post explains the DPA requirements in more detail. Here are a couple of 
my DPA examples, many are still in progress, feel free to to use this list to add your own. 
 
 

3rd Party Reason for data collection & 
processing

Data collected DPA 

Mailchimp 
GET DPA ONLINE HERE

Mailing List Subscriptions Email Address ✔

Stripe 
Email privacy@stripe.com

Online Purchases Full Name, Email Address, Billing 
Address, Phone Number, Credit Card

✔

Google Analytics Website Traffic Analysis Online identifiers, including cookie 
identifiers, internet protocol addresses 
and device identifiers; client 
identifiers. More info here.

✔

https://kerstinmartin.com

https://kerstinmartin.com
https://www.disclaimertemplate.com/the-big-3/
https://www.usingmyhead.com/using-my-head/2018/5/13/gdpr-squarespace-mailchimp-google-analytics
https://kerstinmartin.com/blog/cookie-banner
https://kerstinmartin.com/blog/3-step-gdpr-compliance
https://mailchimp.com/legal/forms/data-processing-agreement/?_ga=2.193088621.1389689362.1516996571-1291562841.1512052313
mailto:privacy@stripe.com
https://privacy.google.com/businesses/adsservices/


Resouces 
ICO General Guide to the GDPR 

ICO GDPR 12-Step Checklist 
ICO GDPR Self Assessment 

ICO Consent Guidelines 
Amy Porterfield’s GDPR Article - backed up by legal advice  

Google Analytics and GDPR


Consent at a glance: 

https://kerstinmartin.com

https://kerstinmartin.com
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
http://www.amyporterfield.com/2018/04/gdpr/
https://www.jeffalytics.com/gdpr-compliance/

